Utility name:
CERTCHECK.EXE version 1.0.0

Purpose:
Tests the validity of a server’s SSL certificate against the resident IE certificate store and displays

information to the console.

Author:
Bill Chaison, BC.Soft@yahoo.com, http://chaison.freewebpage.org

Development environment:
MS Visual C++ 6.0, console application, Winlnet, multithreaded, 224 lines of code.

License and terms of use:

This program is provided as freeware. It may be used by any individual or organization for any lawful
purpose free of charge. This program may not be resold, nor may it be bundled or repackaged with
any application or compilation that will be exchanged for profit. This program does not contain
malicious code or surreptitious features. This program is made available as-is and users of it are not
entitled to product support. The author will not be held liable for any damages resulting from the use
of this program.

Example applications:
Can be used by a script to evaluate the legitimacy of HTTPS traffic that has been cataloged by a
monitoring system, etc.

Instructions:

To get help with the command line arguments, open a shell and execute the program without
parameters. This utility can make either a direct HTTPS connection to the target system or it can be
configured to use a proxy server. All output is written to STDOUT. Error messages will be returned
with “Error:” at the beginning of the text. All successful connections to the target will return text with
a first line that begins with “Disposition:”. There are 3 types of dispositions:

1. [NORMAL] indicates that the certificate is issued by a trusted CA, has an identity that matches
the <trg host> parameter, is not expired, and is not revoked. Such a certificate is probably used
by a reputable service.

2. [WARNING] indicates that one or more of the four properties required for a NORMAL
disposition is lacking in the certificate. This type of return code suggests that the server may not
be used by a reputable organization.

3. [ABNORMAL] indicates that the certificate was retrieved but its format was incorrect. This type
of certificate should be considered suspect.

Following the disposition code in the output will be several lines of text that summarize various
properties in the certificate.



